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= Data Classification

e Scope
e Data and Risk Assessment

= Lawful Basis for Processing

e Contract
e Consent

== Controller and Processor

e Duties and Responsibilities

e Agreement between Controller and
Processor

e Data Subject Requests
e Government Requests

TDPGI1.0




Future Plan

V1.0

¢ Data Classification
e Lawful Basis for Processing

V20

e Legal Compliance
¢ DPIA (Data Protection

V3.0

e Cross-Border Data Transfer

e Sectoral Issues
e Controller and Processor

Impact Assessment)

* DPO (Data Protection
Officer)

e Anonymization

29-Aug-18 TDPG1.0
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Guideline for Personal Data Classification

Data Policy Data Discovery

Data Proliferation Data Risk Level

Data Protection



Scope of Personal Data
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Data Classification

Data Policy

Data Discovery
Data Proliferation
Data Risk Level

Data Protection



Actors, Roles

and
Interactions

29-Aug-18

Data Subject | Controller | Processor | Third Parties
Provider Recipient
Provider Recipient
Provider Recipient
Recipient Provider
Recipient Provider
Recipient Provider
Provider Recipient
Provider Recipient
TDPG1.0




Data Risk Level

e Limited adverse effect

Moderate e Serious adverse effect

e Severe or catastrophic adverse
effect
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Data Risk Level

ﬂ Identifiability

Access & Activity

v Adverse Effects to
Organization
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Legal Basis of Processing

Contract

Consent

Vital Interest

* To protect health and life of data subjects and third persons

Legal Obligations

Public Task

e Usually cases of public authorities

Legitimate Interest

e Must be balanced between controller’s interest and data subject fundamental
rights

[



Contract or Consent ?

Necessary for contract Choice of data subject

Home address information Email address for newsletter
for delivery of goods and (with easy option to

email address for sending  unsubscribe)

receipt

Credit card information for Credit card information
hotel reservation remembered on site for next
reservation
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Legal obligation and public task

Data controller’s (Authorities’)

A company declares The revenue department
employees’ salary to the processes employees’ salary
revenue department to examine the declared

income of a company.

A financial institution reports The Anti Money Laundering
suspicious transaction to the Office (AMLO) collects

Anti Money Laundering Officeinformation about suspicious
(AMLO). transaction.
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What is valid consent?

“Freely given, specific, informed and unambiguous

by a statement or by a clear affirmative action.”

e Given before processing

e Not a condition of service

e Separate from service

e Specific purposes

* |ntelligible and accessible

e Choice to refuse

e Can be withdrawn without sanction



Intelligible and accessible
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Informed consent

Problems?




Informed consent
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Cautions!!

Necessity
Transparency
Records of consent

Consent EREEE]E

e categorisation
e review

Easy withdrawal without sanctions

Ready to response to data subject




Data Processing Agreement: DPA

Freedom of contract?

Processmg
Confldentlallty

Data Controller

Data Processor

E.g. Business Owner E.g. Data Processing

Company
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Key Clauses .
M (I?o:\troller

To what extent ‘
personal data will be

processed and what if Data
there is an accident?
Processor

|

Processing s |+ Inthe case of

only if - = security

instructed incident
Prompt
notification
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Key Clauses

®_0 : Data
#» O @ Data Subject M controller

Any specific commitment? |

. Data Processor

! Only if |
instructed
except @ Confidentiality Security Availability
required by
law?
)
|
Legally applicable to a sub-processor
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Duties & Responsibility of Data
Controllers and Data Processors

Data Controller Data Processor
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Duties & Responsibility of Data
Controllers and Data Processors
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irudugaiuaudaya (Controller) iruluguszutanataya (Processor)
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Key Data Protection Frameworks

-~

*
*
*

*

~
*

GDPR (EU General Data Protection

*
*
*

Regulation)

*

* |IID *

*

g~ APEC Privacy Framework and CBPR (Cross-

= gﬂ Border Privacy Rules System)
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Data Protection Certification is Coming!

edph mm

European Data Protection Board

Guidelines 1/2018 on certification, APEC Privacy Framework and CBPR

adopted on 25 May 2018 (Cross-Border Privacy Rules
¢ uniform and verifiable, SyStem)
e auditable; e BCR (Binding Corporate Rules)
e relevant with respect to the targeted e Accountability Agents
audience

e Members: US, Mexico, Japan, Canada,
take into account and inter-operable with Korea and Singapore

other standards
flexible and scalable for application to
different types and sizes of organisations



Let’s Prepare and Develop our Standards!
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