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DATA PRIVACY DAY

is an international effort, held annually on Jan. 28,
to empower individuals and businesses to

respect privacy, safeguard data and enable trust.
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Data Privacy & Protection Day

Data Privacy Day (known in Europe as Data Protection Day) is an international holiday that occurs every 28 (Data Protection Day Internationally)

January.The purpose of Data Privacy Day is to raise awareness and promote privacy and data protection best Date: January 28"

practices. It is currently observed in the United States, Canada, India and 47 European countries. Wikipedia Frequency: Annual

First time: 2007


https://en.wikipedia.org/wiki/United_States
https://en.wikipedia.org/wiki/Canada
https://en.wikipedia.org/wiki/India
https://en.wikipedia.org/wiki/Member_states_of_the_Council_of_Europe

Data Protection law vs. Business Conducts

Processing/ Free Movement of data

Industry

Regulator



Business Mission Should
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customers Privacy Trust

As

Business Enabler



Processing

1

Transparency

Use-of-Data

Accountability

ers

Data Controller = Legal Entity

B VI-Data Subjects = Data Owner

subject

® Data Processor = Processing of Personal data




Rights of Data Subject

Right to be

forgotten

Draft TDPL v. September
(Council of State)/GDPR

Simlarity
Data Subject has right to

J Right to be informed demand forgotten if:

, * No longer necessary
v Right to Access +  Withdrawal of consent
v Right to Rectification SRNBNEgItimate ground for

: processing
J nght tO Erasure/FOf'gOtten . Unlawfu”y processed
+ Right to Restrict Processing : CO&?O"GF has made data

ublic
v Right to Object £
v Right to Automated decision Processing UNCEr
making and profiling. legitimate legal basis stays

intact




What’s Data Protection?

—aNE

Data Protection Data Security Data Privacy
Data Accessing (Safeguarding) Data Processing
®  User Access Control ® Data transfer
® Infrastructure & Network Security ® Data Usage Determination
" Cyber Security ®  Data Storing

®  Data Destruction

“Privacy concerns exist wherever personally identifiable information or other sensitive information is collected, stored, used,
and finally destroyed or deleted — in digital form or otherwise. Improper or non-existent disclosure control can be the root

cause for privacy issues. Data privacy issues may arise in response to information” reference: wikipedia on data privacy.




Privacy culture

Mitigating risk

As you increase:

Awareness

Training

Security

Use of formal Processes
Use of contracts

Accountability

Your risk of:

. Data breach
. Severe penalties

. Loss of reputation
...will decrease.



How do we gain trust

General
Openness

Consents

(Data Subject Right)

Specific

Privacy by Design (DPIA, DPA, DPO, Awareness)

Data Protection

Data Accessing Data Processing

Controls Set
Technology
® Reconciliation Self

Process Controls

¢ SOD assessment
Operations

Process Inv.

As

Necessary/Governed by law

Retention Detection/Contain/
Evaluate/Notification/

Preventive actions

Breach Handlin
9 Governed by: Industry Regulations, Applicable laws, GDPR, Corporate Policies



n1sudnasdanitindudusanna’l

i in3asmnegnardunistansudannaiaziiaule (T&C) vavnaninaiuasgne

avdmnsatiufinuarfdayamubusauvisiuaiiadnduazasiadouTuauian lsinvuua nanfa nMsiufinnatdmsutodsldmngd
n1slguuagluilaqiin

svuLArfiavsaviuNssavuavandasdayaiiiaauniavfaadayadiuyana Lilufinisdssunanaluauaa e 1dudaya (yagmum
figndasdmdunis 1ddaya lifinativiulddnsdaly)

sruazdavlfifiauuazdavindayadndviivianmuaduanlaaaiovasdayaludusn q Aderdaviunisduasasdayadiuyanauas
Aendasfunisiismnisussauarnssnmamandu mmanysal auwdan arugndas uazamnindafavasdayaviadnmiilsananadaya
srulRsdaviusavitlunssudimdidnnsaiin wassuinnisaudiiantstiuiinduudsdaya doyadiudilidmisndu dnaan daulas wia
auTaug i Lildsuauqnald uavdasamnsanstadauuasimuainaviasdidayadiuyana WitlwulaogUnsaidudedaya (nsauauAnssus
diaya)

srULAraviusavitdayadiuyanaiisausn lignsias duysal Biinidnlafia uazldsunsusulysadaata asradavdauaavdwasdayalu

nsdifidnnsansuinlilag 1995n3ns9daumauiivnzaniuamdey

dmnsasuiiunis ldlaensnadauidnssneniansdmimnauiuns:
1) tiandnidusdayaraanuazsinasdmsugauavgnein
2) wiasusavimunaaulszaning 13 udn uar Lifidhanyswanat)

LRavENITnTaTuNISIEs /NS Lisruda/msavdayassusnuaanuavdayadiuuanaialaudayadiuuarauandszmd inentudaya
fidaya CRM (druuana) / tian1sdafivdayadinyananaiannnisussaanylssaduatnissiusamuarssasnaafiundniiuaasssuuasdu g

sruuAIsAmIsadausa Wi IdlaudnTuia
1o "dafuiaainll" uindvngndwanidnnistusngn (uuayszansnm (EOE))

2) daue "dafvunuin " vdnmsiiuguanisdafivTasiidaanaunssin uaramnsafvsisuamssasan ldudaavdayalé
dusnavuuuuda Tuld leanciuas ldsunsauifanidaavdaya

n1suyé/n1sToudaya
nsugs/mslaudayadiuyaaaiiiulynmgalseasdnngsiafigndasnmnguing

UsunAndayadiuyanadzsinvgnlaulinisAuasavdaya lussauitiaawa

dymsdssnanadayadviinaiugilsananadayanmiaauisuaivavdanounisues/mslaudayadiuuana

Requirements

Data Processing
Agreement (DPA)

® Purpose of Processing

® Location of Processing

¢ Obligations to Subcontractors
® Right to Audit

® Data destruction

Data Privacy

® Information Security Framework

® Data processing risk identification and

ImpaCt mitigation
Assessment
® Technology (In house & Vendors)
Privacy _
® Operation ( In house & Vendors)
Awareness

¢ Staffs in General




Potential Impact from Privacy Failure

O
=
Loss of Trust Brand Name Loss of revenue Litigation from
(Reputation) and new business consumers, privacy
advocates,

business partners
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