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Sharing of Singapore Landscape
“Cybersecurity Journey for Singapore Government”

2008

Infocomm Security 

Masterplan (2008)

5 Years Masterplan

focused on the security 

of Singapore CIIs

2005

Infocomm Security 

Masterplan (2005)

IDA – Launch of 

Masterplan to 

coordinate 

cybersecurity efforts 

across Government

2014

National Cyber Security 

Centre (NSCS)

Part of Ministry of 

Home Affairs (MHA) to 

maintain cyber 

situational awareness 

across sectors

2013

National Cyber Security 

Masterplan (NCSM2018)

3rd Masterplan

expanded to cover 

wider infocomm

ecosystem in additional 

to CIIs

2016

Infocomm Media 

Development Authority 

(IMDA)

To develop and 

regulate the converging 

infocomm and media 

sectors in a holistic way

2015

Cyber Security Agency 

of Singapore (CSA)

CSA was established 

under Prime Minister ’s 

Office (PMO) –

SingCERT, NSCS and 

master-planning

2018

Cybersecurity Act 2018

Enhancement of 

Cybersecurity Bill and create 

a new regulatory framework 

for preventing, responding 

to and reporting of cyber 

security threats

2017

Cybersecurity Bill

Strengthening the 

protection of computer 

systems providing 

essential services 

against cyber-attacks in 

Singapore
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Sharing of Singapore Landscape
“Some of the National CERT / CIRT in Singapore”

SingCERT – Singapore Computer Emergency Response Team
Cyber Security Agency (CSA) Singapore

Responds to cyber security incidents for its Singapore constituent. It was set up to facilitate the detection, resolution 

and prevention of cyber security related incidents on the Internet

ISG-CERT – Infocommunications Singapore Computer Emergency Response Team
Infocomm Media Development Authority (IMDA) Singapore

Established in 1st April 2015 to provide IMDA with the capability to respond effectively to cyber threats within the 

Telecommunication and Media sector in Singapore.

NCIRT – National Cyber Incident Response Teams
Drawn from CSA, Government Technology Agency, Ministry of Home Affairs and Ministry of Defence

Part of Tier 1 & 2 under the national cyber response plan to deal with more complex and challenging attack 

scenarios



Sharing of Singapore Landscape
“ISG-CERT for Telecommunication Sector”

ISG-CERT – Infocommunications Singapore Computer Emergency Response Team
Infocomm Media Development Authority (IMDA) Singapore

The ISG-CERT supports IMDA in overseeing and enhancing the cyber-security posture and preparedness of the 

Telecommunication and Media Sector. Internationally, as a full and active member of the Forum of Incident 

Response and Security Teams (FIRST), ISG-CERT cooperates and coordinates with regional and global trusted 

CERTs in responding to computer security incidents relating to the Telecommunication and Media Sector.

ISG-CERT provides the following to the constituents of the local Telecommunication and Media sector:

▪ Sharing of information through the issuance of actionable intelligence and advisories/alerts

▪ Promoting security awareness and enhance technical knowledge by conducting security courses, seminars 

and workshops

▪ Performing incident management, computer forensic analysis and malware analysis

▪ Coordinating with other CERTs and organisations to resolve security incidents



Sharing of Singapore Landscape
“Singapore Cybersecurity Act 2018”

Under this Bill, organisations with Critical Information Infrastructure (“CII”) are now under scrutiny by the 

Commissioner of the Cyber Security Agency of Singapore (“CSA”) with 11 sectors identified as likely to be under CSA 

remit: Energy, Water, Banking and Finance, Healthcare, Transport (which includes Land, Maritime, and Aviation), 

Infocommunications, Media, Security and Emergency Services, and Government organisations. 

The Bill requires owners of the CII to comply with;

(1) codes of practice and performance standards,

(2) conduct cybersecurity audits and risk assessments, and 

(3) participate in cybersecurity exercises. Non-compliance could see offenders hit with a maximum penalty of SGP 

$100,000, two years in jail or in the worst case both outcomes. 

Apart from the above, CII owners will also be duty bound to inform the Commissioner of cybersecurity incidents that:

occurs in respect of the CII;

▪ occurs in respect of any computer or computer system under the owner’s control that is interconnected with or 

communicates with the CII; and

▪ are prescribed by notification or as specified by the Commissioner.

▪ Failure to do so may lead to mandatory investigations and remedial actions enforced upon the non-compliant 

organisation.



Framework and Methodology
“Singapore Telecommunication Cybersecurity Code of Practice”

Telecommunication Cybersecurity Code of Practice
Infocomm Media Development Authority (IMDA) Singapore

The IMDA has formulated Codes of Practice to enhance the cyber security preparedness for designated 

licensees. The Codes are currently imposed on major Internet Service Providers (“ISP”) in Singapore for 

mandatory compliance, and the coverage includes their network infrastructure providing Internet services. 

Besides security incident management requirements, the Codes include requirements to prevent, protect, detect 

and respond to cyber security threats. The Code was formulated using international standards and best practices 

including the ISO / IEC 27011 and IETF Best Current Practices.
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Framework and Methodology
“ISO/IEC 27011:2016”

Information technology -- Security techniques -- Code of practice for Information 

security controls based on ISO/IEC 27002 for telecommunications organizations

This ISMS implementation guide for the telecomms industry was developed jointly by ITU-T and ISO/IEC JTC1/SC 

27, with the identical text being published as both ITU-T X.1051 and ISO/IEC 27011.

Establishes guidelines and general principles for initiating, implementing, maintaining, and improving information 

security controls in telecommunications organizations based on ISO/IEC 27002; [and] Provides an implementation 

baseline of information security controls within telecommunications organizations to ensure the confidentiality, 

integrity and availability of telecommunications facilities, services and information handled, processed or stored by 

the facilities and services.

Human Resource Security

Physical and Environment Security

Supplier Relationships

CryptographyAccess ControlAsset Management

Information Security Incident 

Management

Operations Security Communications Security
System Acquisition, Development 

and Maintenance

Information Security for Business 

Continuity Management



Framework and Methodology
“NIST Cyber Security Framework”

US National Institute of Standards and Technology (NIST)
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Best Practices of Telecom CERT
“Key Considerations”

▪ Stakeholders

▪ Regulatory / Legislation

▪ Scope of CERT

▪ Human Resources / Skill-sets / Trainings

▪ Services / Responsibilities

▪ Infrastructure and Technology

▪ Operational Policies and Procedures



Best Practices of Telecom CERT
“StakeHolders”

StakeHolders

Clients

Infrastructure 

Team

Public 

Relationship

Regulator / 

Authority

Law 

Enforcement

Upstream / 

Downstream 

Providers

Partners / 

CERTs



Best Practices of Telecom CERT
“Regulatory / Legislation”

▪ Computer Crime Act B.E. 2550 (2007)

▪ Cybersecurity Bill

▪ Data Protection and Cyber Security Law

▪ Ministry of Digital Economy and Society (MDES)

▪ National Cybersecurity Committee (NCSC)

▪ Etc.



Best Practices of Telecom CERT
“Scope of CERT”



Best Practices of Telecom CERT
“Human Resources / Skill-sets / Trainings”

Incident Response Manager

Security Analyst

Threat Researchers

Management

Human Resources

Auditors

Legal Counsel

Public Relations

Core Functions Support Functions



Best Practices of Telecom CERT
“Services / Responsibilities”

Reactive Services Proactive Services Security Quality Management

▪ Alerts and Warnings

▪ Incident Handling

▪ Incident Analysis

▪ Incident Response On Site

▪ Incident Response Support

▪ Incident Response Coordination

▪ Vulnerability Handling

▪ Vulnerability Analysis

▪ Vulnerability Response

▪ Vulnerability Response 

Coordination

▪ Artifact Handling

▪ Artifact Analysis

▪ Artifact Response

▪ Artifact Response Coordination

▪ Announcements

▪ Technology Watch

▪ Security Audit or Assessments

▪ Configuration & Maintenance of 

Security Tools, Applications & 

Infrastructure

▪ Development of Security Tools

▪ Intrusion Detection Services

▪ Security-Related Information 

Dissemination

▪ Risk Analysis

▪ Business Continuity & Disaster 

Recovery Planning

▪ Security Consulting

▪ Awareness Building

▪ Education / Training

▪ Product Evaluation or Certification



Best Practices of Telecom CERT
“Infrastructure and Technology”

Infrastructure 

and 

Technology

Security 

Correlation
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Detection
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Threat 
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Security 
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Best Practices of Telecom CERT
“Operational Policies and Procedures”

Examples of Policies

▪ Security policy

▪ Open reporting environment policy

▪ Incident reporting policy

▪ Incident handling policy

▪ External communications policy

▪ Media relations policy

▪ Information disclosure policy

▪ Information distribution policy

▪ Human error policy

▪ Training and education policy



Best Practices of Telecom CERT
“Operational Policies and Procedures”

Examples of Procedures

▪ Standard operating procedures (SOPs)

▪ Accepting and tracking incident reports

▪ Answering the hotline

▪ Incident and vulnerability handling

▪ Gathering, securing, and preserving evidence

▪ System and network monitoring and intrusion detection

▪ Backing up and storing incident data

▪ Notification processes (how information is packaged, distributed, 

archived, etc.)

▪ Training and mentoring



Best Practices of Telecom CERT
“Ecosystem / Partnership”

• Partnership with other CERTs to deal with Incidents or sharing of 

information

• Eg. ThaiCERT, SingCERT, FIRST, etc.
CERT Collaboration

• Legislative, Law Enforcement, Regulatory requirements

• Eg. MDES, NBTC, CSA, etc.Regulator / Authority

• Threat Intelligence, Cybersecurity Practices, Incident Response

• Eg. MSSPs, Threat Intelligence Feeds Providers, Cybersecurity 

Technology vendors, etc.

Cybersecurity / 

Threat Intel Providers
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