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Cybersecurity Technician
Cyber Crime Analyst
Incident Analyst

IT Auditor

Penetration Tester
Cybersecurity Consultant
Cybersecurity Analyst
Cybersecurity Architect
Cybersecurity Engineer
Cybersecurity Manager

CISO/CSO
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Cybersecurity Analyst
Cybersecurity Consultant
Penetration Tester

Cybersecurity Technician
Cyber Crime Analyst
Incident Analyst

IT Auditor
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Carnegie Mellon University

YAM

Software Engineering Institute

) AJCCBC

Sy7 ASEAN JAPAN CYBERSECURITY
TRANSITS CAPACITY BUILDING CENTRE

Partnership by ASEAN and Japan




Carnegie Mellon University

Software Engineering Institute

* Fundamentals of Incident Handling

Advanced Incident Handling

IT Security Governance and Audit

Secure Coding

Advanced System and Network Administration

Big Data, Log Analysis and Machine Learning

@h@//www.sei.cmu.edu/education-outreach/courses/index.cfm
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PriceTHB 20,000
Duration2 Days

Time : 9:00 -17:30

Workshop

WSECO1: Network Security

Duration
Level of Study

Date: May 24 - 25, 2018

APNIC

3 days
Intermediate

Course Fee

Standard: 20, 000 THB

Early Bird: 15,000 THB

APNIC Members : Please contact us at training@interlab.ait.ac.th or Call (66-2)524-6611

Early-bird registration fees must be paid before or on 24 April 2018 where as Standard registration
fees must be paid before or on 24 May 2018 by cheque or wire transfer payment.

Group rate: please contact training@interlab.ait.ac.th

Venue:
inteRLab, AIT (GOOGLE MAP)

Instructors:
Jamie Gillespie, APNIC

Tashi Phuntsho, APNIC

Course Duration: 2 days

Maximum number of attendees:
The workshop can accommodate up to 40 participants.

Synopsis:

The workshop is intended for network engineers, System administrators/operators, managers and
policy makers to understand security threats, preventions and recovery. Device and network
infrastructure security is examined with a focus on different layers to establish a robust, stable and
secure network and protect the data from various kind of attack.

@/training.apnic.net/cou rses/wsec01-network-security/
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Explore this interactive training roadmap to find the right courses for your immediate cyber security skill development and for your long-term career goals. More than 60
courses deliver critical skills in the cyber defense operations, digital forensics, software development, and management practice areas of cyber security.

1 . BASELINE SKILLS i 2 , FOCUS JOB ROLES i 3 , CRUCIAL SKILLS, SPECIALIZED ROLES i

Monitoring & Detection + Cyber Defense Operations Development & Secure Coding
intrusion Detection, Monitoring Over Time Harden Specific Defenses

& COURSES

Core Techniques Penetration Testing Advanced Penetration Testing
Prevent, Defend, Maintain Vulnerability Analysis, Ethical Hacking Advanced Techniques & Areas

2 COURSES 8 COURSES

Every Security Professional Should Know

. _ Incident Response & Threat Hunting + Threat Intel & Forensics
Security Essentials SEC401 Host & Network Forensics Specialized investigative Skills

Hacker Techniques SEC504

+

Security Management
Managing Technical Security Operations

Advanced Management
Advanced Leadership, Audit, Legal

5 COURSES

2 COURSES

CISSP® Training MGT4 14

Introduction to Cyber Security SEC301

Ll
etda-<>'|4tps://www.sans.org/cyber-security-skills-roadmap
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! TRANSITS provides affordable, high-quality training to both new

and experienced Computer Security and Incident Response Team
(CSIRT) personnel,

TRANSITS

TRANSITS-I TRANSITS II

The TRANSITS-I course is aimed at new The TRANSITS-II course is aimed at more
or potential CSIRT personnel who wish to experienced personnel working for

gain a good grounding in the main established CSIRTs. It provides an in-
aspects of working in an incident handling depth study of key areas in incident

and response team. Over the years, handling and response operations,
operatives have been trained for training in how to improve

commercial, governmental, military and communications with constituents, along
national CSIRTs, as well as those in the with practical exercises.

research and education sector.

Organisation, Technical, Operational, Legal NetFlow Analysis, Forensics, Communication, CSIRT Exercises

https://www.terena.org/activities/transits/
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ASEAN JAPAN CYB

AJCCBC

ERSECURITY
CAPACITY BUILDING CENTRE

Partnership by ASEAN and Japan

CYDER

Forensic

Malware Analysis

Cyber Defense Exercise for Recurrence

Focus on the improvement of

, trainees can experience
and learn the method of incident
handling based on an actual cyber
attack.

- Basic Knowledge & Tools
- Practical Exercise
- Team Discussion & Report

Trainee can learn lectures and
practical exercises to
attacked
by malware or APT and to
left in memory etc. after
being attacked.

- Basic Knowledge
- Tools & Practical Exercise
- Investigation & Preservation

Trainee can learn
discovered by antivirus
software and forensic analysis.
based
on examples that analysts
frequently face as practical.

- Environment & Flow
- Tools & Analysis
- Practical Exercise
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¢ TASuMISLSVSaMISWaJUIUAaINsaAIUAIUIUAVUaDQNYTBLUDS
(Intensive cybersecurity Capacity building Programme)
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