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NIST Cybersecurity Framework

IDENTIFY § PROTECT galajSeimmg RESPOND § RECOVER

Asset management Awareness control

Response Planning
Anomolies and .
Recover planning
events

Awareness and
Business training

environment
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Data security - g
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Governance continuous

Analysis Improvements

monitoring

Info protection and
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Risk assessment Mitigation
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) Detection process Communications
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N1 Website Security Standard (WSS) lla: Web Application Security Standard (WAS) https://standard.etda.or.th/?page_id=7799

16



WAOWETGACATH Q) § ETDA TRalLAND

ETIDA

Nnwsse

NS5 NIST's Cybersecurity Framework (CSF)
AJUANUUIASTIUAIUADIIUTUALUADQANYAV )

prasguid 9 U . umsg‘luﬁ Specific AwW1:lIcda: Sector

« ISO/IEC 27001 missnyANWUUALYUaDangs:uuaisaulnf «  USNNS cloud computing - CSA Star

«  HIPAA NQKUIYAUASDVIONATUNIW (EKSTDIUSN) e nauansistuay - 1SO 27799

»  FFIEC fdansasovlofuavkudgviuiiiugiangiunisiou .« ASLUSANSESBU - PCIDSS
(@xsygoIusM) (Data Security Standard)
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11.Secure Configurations for Network
Devices

12.Boundary Defense

13.Data Protection

14.Controlled Access Based on the

l.Inventory of Authorized and
Unauthorized Devices

2.Inventory of Authorized and
Unauthorized Software

3.Secure Configurations for Hardware

Need to Know
15.Wireless Access Control

and Software

4.Continuous Vulnerability Assessment
and Remediation

5.Controlled Use of Administrative
Privileges

KUNYIKQ:

HIPAA = Health Insurance Portability and Accountability Act

FFIEC = Federal Financial Institutions Examination Council

NERC CIP = North American Electric Reliability Corporation critical infrastructure
protection

CSA = Cloud Security Alliance

AU CIS: Security Control
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Crisis Management Flow s:aQunau
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Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

Computer Security Incident Handling Guide (NIST SP 800-61 Rev.2)

DATA RESOLUTION
ANALYSIS RESEARCH
FINAL
INFORMATION

INCIDENT REPORT

REGISTRATION

INCIDENT RESOLVING

ACTION PROFOSED

CLOSING INCIDENT

FINAL CLASSIFICATION

POST ANALYSIS

IMPROVEMENT PROPOSALS

ACTION ERADICATION
FERFORMED & RECOVERY
INCIDENT
ARCHIVING

CERT (ENISA) Framework
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Key Messages

Cybersecurity Indicator

Information Sharing/Exercise/Drill Woaoulong ITU, ASEAN
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