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What’s Data Protection?

“Privacy ca ollected, stored, used,

and finally dest i losure control can be the root

cause for privacy issues. Dat




Law Implication PDPA

Consent Basic services / Specific services

Purpose Limitation The purpose of using personal information but be according to the original intent (consent)

Purpose of collection, usage, and disclosure must be notified to customers prior to giving

Notification
consent

Purpose of collection, usage, and disclosure must be notified to customers prior to giving

Access and Correction
consent

reasonable effort to collect accurate and complete personal data, especially if any decisions made using the

Accuracy personal data affects the individual, and if the personal data will be disclosed to another organisation.
Protection Adequate security standard.
Retention Limitation Retention Policy

Transfer Limitation Privacy by Design in reference to NBTC decision
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Privacy in Operation.

General
Openness

Consents
(Data Subject Right)

Specific

Privacy by Design (DPIA, DPA, DPO, Awareness)

Data Protection

Data Accessing Data Processing

Controls Set

Technology
® Reconciliation Self
Process Controls

¢ SOD assessment

Operations

® Process Inv.

As

Necessary/Governed by law

Retention Detection/Contain/
Evaluate/Notification/

Preventive actions

Breach Handling

Governed by: Industry Regulations, Applicable laws, GDPR, Corporate Policies




Pr|va cy by Design -

Proactive not Reactive, Preventive not Remedial
e Privacy as Default Setting

* Privacy Embedded into the Design
e Full Functionality

* End-to-End security

e Visibility and Transparency
Respect for User Privacy



Sensitivity: Internal

AsS you increase:

. Awareness

. Training

. Security

. Use of formal Processes
. Use of contracts

. Accountability

Your risk of:

. Data breach
. Severe penalties

. Loss of reputation
..will decrease.



Supporting Documents

Sensitivity: Internal
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Obligations to Subcontractors
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® Information Security Framework
Data Privacy ® Data processing risk identification and
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® Operation ( In house & Vendors)

Awareness
® Staffs in General
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T&C = to inform of Privacy Notice: To inform of
Product/Service Rules how we use, disclose, and Store
No Affirmative action required. their information.

No Affirmative action required.

Consent = to ask for permission
to use, disclose, and or keep
Affirmative action required.

Consent/Notification Types o



